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STR is a national security company

Impact: Operational systems 

development built on legacy 

of cutting-edge S&T

• Software: analytics & 

C2 decision systems

• Hardware: Multifunction RF, 

acoustic, optical systems

• Cyber: techniques and 

countermeasures

Independent: mission 

understanding, cleared 

staff, growing impact 
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Full system M&S
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pairing; Autonomy

Radar/EW HW systems

Acoustic payloads

Algorithms & modes

Open architecture 

processors

Sensing autonomy, 

orchestration

Counter-sensing 

technologies

• DARPA contractor, 

supporting all offices

• IARPA, DoD services, IC 

member programs

• Independent – 95% of work as prime, 

with 100+ small biz & university subs

• Advanced technology; mission 

focused; S&T  operations

Systems Dev

Product Lifecycle 

Support

Systems Eng. & 

Analysis

MBSE / Digital 

Eng. solutions 

Quality 

Assurance

Configuration 

Management 

C-/C5ISR&T 

Test Capabilities

C5ISR&T 

Capabilities
C-C5ISR&T 
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Develop and transition advanced technology 

for DoD and IC customers

Talent: Scientific & engineering staff 

with broad range of skills

PhD
25%

MS
37%

BS
33%

Other 5%

Team Size
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Internship* Program

Woburn, MA Arlington, VA Melbourne, FLDayton, OH Carlsbad, CA

What will the day-to-day work consist of during an STR 

internship?

Students will work on real programs with STR, no fake problems or

concepts. We want our interns to gain real experience.

When do the internship and co-op programs happen?

STR offers Spring and Fall Co-ops in addition to our Summer 

Internship program.

How would an STR internship help me grow professionally?

Each intern is matched with a mentor who will assist with an assigned

summer project. Interns will have the opportunity to give a company

presentation on what they’ve learned at the end of the program.

We look out for your whole experience. Our summer internship program even includes housing, which takes the 

stress out of apartment hunting and lets you hang out with your fellow interns. We also provide social events so 

you can meet a lot of other people across the company and discover their stories.

SCAN HERE TO LEARN 

MORE AND APPLY

Or visit str.us/internships/

*Interns must be US Citizens
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Outline

Ties to Recent Advances in LLMs

ICML 2023
https://proceedings.mlr.press/v202/hou23a/hou23

a.pdf

Vision Transformers

Generative LLMs

https://proceedings.mlr.press/v202/hou23a/hou23a.pdf
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Summary of Decoding Layer Saliency in 
Language Transformers 
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Final Solution Example

Our method (green) is able to more accurately assign explanatory power 

(highlights) to tokens
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• Saliency backpropagation techniques originate from Computer Vision (CV) literature

– Well studied problem in vision with CNN architectures

– More open question in NLP

• We are borrowing the “theory” from CV

– CV and NLP problems don’t not align completely

• State of the art NLP models are much more complex than the CNNs and Language 

is a much more difficult medium to work with

– Language has a lot more nuances than images

 Parts of speech, syntax, vocabulary choice 

– Easier to interpret significance of patches of pixels in images, location matters more

 2 (normalized) images of cats have ears, eyes, whiskers in relatively the same area of the image

 2 sentences about cats can have the “cat” words in very different parts of the sentence

– Pixels are 256 x 3 color values and are ordinal i.e. lower number means darker

 Pixels can be “treated” as continuous variables

– Tokens occupy discrete extremely large vocab with no ordered meaning (values in a set)

 Embedding space featurization includes more than just token information (dependent on entire 

sentence)

Review: Saliency
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Introduction: Transformer Models

Backbone Architecture

Hx

Task Head Architecture

CLS A C D A MASK D SEP PAD PAD

W

softmax

W

softmax

𝑘 x classes 𝑘 x vocab

𝑇 = sequence length

Lx
• Transformers are sequence 

transduction (inputs / outputs are same size) 

models first introduced in NLP 
domain

• Transformer Encoder Stack (TES) is 
a series (𝐿) of encoder block layers 
where each layer consists of:

– 𝑯 Multi-headed Self-Attention: each head 
learns relationships within layer’s input 

– Feed Forward: uses outputs from each 
self-attention head to predict layer’s output 

– Results in learning a 𝑘 dim feature 
embedding

• Task Heads: Classification / Mask 
Language Modelling

– Linear layer + softmax
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o
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GradCAM (from CV) as Saliency Algorithm

𝒚𝟏 𝒚𝒄 𝒚𝟓

Embeddings

Class Predictions

Embed+Positions

ℎ1

ℎ12

ℎ0

Quasi-fixed 

transformations of 𝑋
(weights move less 

during fine-turning)

Later layers should 

be more “connected”

𝑠𝑙 = 𝑟𝑒𝑙𝑢 ෍

features
𝑑𝑦𝑐
𝑑ℎ𝑙

ℎ𝑙 =

backpropagate

512 x 

features

saliency score for 

each token (512)

9

3

1

2

8
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10

6

7
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13

ranking:

saliency 

function

𝑋

to some layer = only including 

weights past that layer
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• Inputs / prior layer output: 𝑿 (token length x embedding)

• Unnormalized Self-Attention Matrix: 𝑼 = 𝐞𝐱𝐩(𝑿𝑾𝑸𝑾𝑲
T𝑿T)

– Kernel-like structure

– 𝑿𝑾𝑸𝑾𝑲
T𝑿T is a weighted similarity

• Normalized Self-Attention Matrix: 𝑨 = 𝐝𝐢𝐚𝐠(𝑼𝟏)−𝟏𝑼
– divide rows of 𝑼 by their row sum

– 𝑨 is a right stochastic matrix

– 𝑨 is a transition matrix

• Self-Attention Output: 𝑿′ = 𝑨𝑿𝑾𝑽

– 𝑿𝑾𝑽 is new featurization: token length x 𝑽 feature length

– Rows of 𝑿′ are weighted combination of original inputs

– Rows of 𝑿′ no longer represent the tokens i.e. do not preserve            

the same meaning as the feature embedding in the rows of 𝑿

Self-Attention Mechanism Is Nonlinear

Self-Attention Matrix 𝐴

Function of inputs and weights 

learned during pre-training
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0.3 -1.2 0.4 0.1

From CNN to Transformers

-0.9 0.4 1.2 -0.4

• CNNs have local structure in the convolutions and pooling 

• Self-attention has global connections that give a weighted average over all 

original tokens

Outputs of attention block are linear combinations of all tokens, so their 

position in a sequence may not directly correspond to the original tokens

0.5 0.2 -0.5 0.7

+

+

the

cat

slept

0.25 -1.1 0.4 0.11

-0.1 0 0.36 0.14

0.11 0.16 0.04 0.2

0.2 x

0.4 x

0.4 x

?

?

?

No longer 
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to original 

tokens

4 2 2 3

2 3 4 2

3 2 4 4

2 2 5 3
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3 5
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1 0 1

0 1 0

1 0 1
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(max)

Red output is a 

linear combination 

of first patch 

pixels of original 

image

outputs inputs
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Elements of Vector ≠ Original Tokens

• From CV we know that different layers may 

produce meaningful, but different saliency 

“heatmaps”

– But unlike in CV, it is not easy to “project” the 

hidden layers back onto original space

• Self-attention uses entire input to learn new 

representations for some subset of features 

making each element of output a function of 

all elements of input

• Problem because the k “spot” being indicated 

as salient ≠ the original token for that spot 

being salient

• Important to explore saliency of layers > 0 

because then only information in the network 

downstream from that layer is included in the 

score

• Allows us to ignore potentially task-irrelevant 

information in earlier layers of the network

Prob. over 

tokens

𝑠𝑜𝑓𝑡𝑚𝑎𝑥(ℎ𝑙𝑊𝑒
𝑇)

(512 x vocab)

Layer 0

Layer 1

Transformer Block

(512 x embedding)

Layer 12

Transformer Block

Layer 4

Transformer Block

Connects 

vector’s 512 

entries together

…

Everything is 

embedded in 

first “spot”

cls / bos

token
sep / eos

token
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Toy Example for Decoding Layer Outputs

How do we find 𝒇𝒍𝒎(∙)?
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Interpreting Saliency for Intermediate 
Layers 
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Calculating Layer Saliency Scores

o
ri

g
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a
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The Importance of Intermediate Layers

• The saliency score at a specific intermediate layer only contains information 

in the model downstream from it

– So we can control for the amount of model information used in a saliency score with the choice 

in intermediate layer

• (Rogers et al., 2020) surveys 150 papers and derives potential explanations 

for the roles of the layers of the BERT (encoder stack transformer) model

– Lower layers have the most information about linear word order (i.e. the linear position of a 

word in a sentence)

– Middle layers contain syntactic information

– Final layers are the most task-specific

• So by only capturing information downstream from a specific layer, we 

ignore potentially task irrelevant information in the earlier layers of the 

network

Rogers, Anna, Olga Kovaleva, and Anna Rumshisky. "A primer in BERTology: What we know about 

how BERT works." Transactions of the association for computational linguistics 8 (2021): 842-866.
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Evaluation Scheme: The Hiding Game

1 2 4 3 5

5 3 1 2 4

5 3 2 1 4

hide 

random

hide 

random

(restricted)

hide 

salient

original 

512 tokens

[pad] tokensword tokens

• Goal is to observe a decrease in performance when more important tokens are 

hidden

• In general, creating more out of distribution sentences (strange artifacts due to 

masking) will also decrease performance 

start / end tokens
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Evaluation Scheme: The Revealing Game

1 2 4 3 5

5 3 2 1 4
reveal 

random

(restricted)

reveal 

salient

• Goal is to observe an increase in performance when more important tokens are revealed

• Neutralizes out of distribution sentence affect

• Revealing salient tokens creates less artifacts -> good as this implies some “sense” in the 

tokens revealed

• Revealing salient and random create equally as strange artifacts -> no affect on relative 

performance

• More clear idea of whether salient tokens are useful for classification vs hiding game 

that shows what is absolutely necessary for correct classification

original 

512 tokens

[pad] tokensword tokensstart / end tokens



STR © 2025 • Use or disclosure of data contained on this page is subject to the restriction on the cover sheet of this document Slide 19

Binary classification task - each sample is a sentence from a movie review labeled 

as either Negative or Positive sentiment

Experiments: SST-2 Dataset

Layer 7 only captures information downstream from it and significantly 

outperforms Layer 0 
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Experiments: SST-2 Dataset

• Aggregate scores of all tokens in 

a predicted class and weigh their 

total score by how rarely they 

occur in everyday language (the 

inverse document frequency w.r.t 

Wikipedia)

• Intuition: tokens with high 

importance scores that are rare 

are representative of that class

• Tokens should disambiguate 

classes so important tokens 

should be unique (low overlap 

between classes)

• Count number of top 𝑘 ranked 

tokens that appear in every pair 

of classes

Lower is Better (more representative tokens)
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Experiments: SST-2 Dataset
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Multiclass classification task - each sample is a sentence from a news article 

labeled as belonging to World, Sports, Business, or Sci/Tech topics

Experiments: AG News Dataset

Layer 8 only captures information downstream from it and significantly 

outperforms Layer 0 
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Experiments: AG News Dataset

• Aggregate scores of all tokens in 

a predicted class and weight 

their total score by how rarely 

they occur in everyday language 

(the inverse document frequency 

w.r.t Wikipedia)

• Intuition: tokens with high 

importance scores that rare are 

representative of that class

• Tokens should disambiguate 

classes so important tokens 

should be unique (low overlap 

between classes)

• Count number of top 𝑘 ranked 

tokens that appear in every pair 

of classes

Lower is Better (more representative tokens)
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Experiments: AG News Dataset
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Examples of Highlighted Explanations
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Examples of Highlighted Explanations
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Examples of Highlighted Explanations
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Examples of Highlighted Explanations
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Examples of Highlighted Explanations
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Examples of Highlighted Explanations
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• Previous work is on Transformers that are a stack of encoders

• Most of the recent models are a stack of decoders (generative models)

– Qwen, Mistral, LLAMA, DeepSeek

– Can we still apply the same techniques?

• Difference in Decoder Stack Models

– Trained for next token prediction like tasks

– Casual self-attention allows for text generation 

without peaking

• We can apply the same saliency techniques to generative LLMs

– Caveat: many of the newest models (Mixtral 8x7B, Qwen2-57B-A14B) are mixture of experts 

models, tracking the saliency of multiple models can become more difficult (a lot more 

engineering)

What about Decoder Stack Models?

Bi-directional 

Self-Attention

Casual

Self-Attention

Mask
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• Top models are all based on decoder-only architectures (despite encoders 

being trained for embedding)

• Leverages the benefits of these highly performant pretrained LLMs

• But… these decoder-only models are fine-tuned to become encoders for 

embedding tasks!

Are Encoders dead?

Massive Text Embedding Benchmark (MTEB) Leaderboard
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Nvidia NV-Embed & GRIT

Lee, Chankyu, et al. "NV-Embed: Improved 

Techniques for Training LLMs as Generalist 

Embedding Models." The Thirteenth International 

Conference on Learning Representations. 2024.

Muennighoff, Niklas, et al. "Generative 

representational instruction tuning." The Thirteenth 

International Conference on Learning 

Representations. 2024.

• Both papers train models using bi-directional attention and contrastive style 

loss function for fine-tuning on sentence embedding tasks

– This is literally the definition of an encoder stack
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End token holds a representation of the 

input text as a whole

• Note: mean pooling for the embedding is 

equivalent to attention with the prev. 

layer’s outputs

• Applying the Decoding Layer 

Saliency technique will show which 

tokens contribute significantly to the 

final sentence embedding

• What about the embedding as a 

whole?

– The final layer’s text token embeddings (mint) 

are trained for Masked Language Modelling 

(in encoder stacks) and Next Token Prediction 

(in decoder stacks) so it’s embedding should 

represent the masked/next token in an input

– The sentence embedding token is trained for 

Contrastive Loss i.e. given pairs of similar / 

different text, ensure the similar ones are 

close and the different ones are far away

Can We Explain Sentence Embeddings?

Start token holds “task” embedding

(e.g. classification)

Tokenized Vector

Each text token holds a 𝑑 dimensional 

vector representing that text in continuous 

space

• inverting this embedding allows for 

recovery of the text

• synonyms are close together in this 

embedding space

• this is the basis of our prev. paper

Padding holds nothing
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• We should expect the Red and Pink sentences 

to have contributions from similar tokens

– We see a similar phenomena 

in classification tasks e.g. text 

classified in the Sports 

category have tokens related 

to sports 

– Text classified in the same class have “task” embedding 

vectors that are close to each other (necessary to form a 

decision boundary)

• But what about Red and Blue?

– Dissimilar embeddings should not share tokens, but 

what are “far away tokens”? Can we define “orthogonal” 

tokens?

• Can we move along a manifold in this space to 

generate new embeddings and recover their 

NLP text?

The Sentence Embedding Space

Close embeddings should 

have significant contributions 

from similar tokens

Far away embeddings 

should have contributions 

from very different tokens
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What about Vision Attention Models?

• ViT models embed each patch of an image into a “token” embedding using a 

feedforward network (similar to the embedding matrix)

– Back to a stack of encoders

• But they are trained for specific tasks and not with self-supervision

– No “decoding” matrix learned from Masked Language Modelling

– So unable to interpret intermediate hidden layer outputs as being a combination of patches

Dosovitskiy, Alexey, et al. “An Image Is Worth 

16x16 Words: Transformers for Image 

Recognition at Scale.” International Conference 

on Learning Representations, 2021.
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• Instead of global self-attention over the image, it alternates between regular 

and shifted self-attention within each window

– Shifted self-attention shifts the windows to allow for cross-window attention

• Patch merging pools patch tokens together, reducing dimensionality as the 

layer increases

• Still only trained for specific tasks (classification on ImageNet) during pre-

training so still no “decoding” matrix 

What about Vision Attention Models?

Liu, Ze, et al. "Swin 

transformer: Hierarchical 

vision transformer using 

shifted windows." Proceedings 

of the IEEE/CVF international 

conference on computer 

vision. 2021.

Swin Transformer
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• Self-supervised through student – teacher co-distillation model

– Want the predicted feature embeddings to be close to each w.r.t. cross-entropy loss

– Teacher model is not pre-trained (both learning at the same time), but has a few more 

components to the architecture and a larger view (more pixels in a cropped image) 

What about Vision Attention Models?

• Claim: self-attention map (weights) for the final layer’s 

[CLS] token projected back onto the original image 

(and thresholded to keep 60% of the mass) creates 

an image segmentation mask

• But the vector elements (from penultimate layer) 

attending to [CLS] in the final layer do not correspond 

to the initial patches

Caron, Mathilde, et al. "Emerging properties in self-supervised 

vision transformers." Proceedings of the IEEE/CVF international 

conference on computer vision. 2021.

DINO (Denoising Self-Supervised Learning) Model
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Questions?

elizabeth.hou@str.us


